
How bas Covid directly impacted Fraud? 
MOST MER CHANTS SAID THA T FRAUD LEVELS HAVE ST A YED A ROUND THE SAME 

BUT NEW TYPES OF FRAUD ARE APPEARING FAST 

� 
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62% OF MERCHANTS ARE SEEING NEW FRAUD TYPES EMERGE 

IMPACT OF COVID-19 BY INDUSTRY 

l'm seeing less fraud 

than befo re Covid-19 

18% 
20% 

• 
22% 22% 

My fraud is the sarne 25% 28% 
as before 

15% 13% 

16% 16% 

• My fraud is about the 19% 

same, but lm seeing
new types of fraud

• My fraud has

increased AND l'm
seeign new types

of fraud
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Top frauds attack 

Top frauds attack experienced by region 

NORTH AMERICA 

Card testing 

Friendly fraud 

Phishing / pharming / 
whaling 

1 dentity theft 

Coupon / discount / 
refund abused 

EUROPE 

Phi sh ing / pharrning / 
whaling 

Fnendly fraud 

Account takeover 

Loyalty fraud 

Gard testing 

LATAM 

Friendly fraud 

Card testing 

Coupon / discount / 

refund abused 

Phi shi ng / pharming / 
whaling 

Afftliate fraud 

Top frauds attack experienced by company size 

SMB 

Friendly frau d 

Gard testing 

Phishing / pharming / 
whaling 

1 dentity theft 

Coupon / discount/ 

refu nd abused 

MID-MARKET 

Fnend ly fraud 

Card testing 

ldentity theft 

Phi sh i ng / pharming / 
whaling 

Coupon / discount/ 

refund abused 

EMTERPRISE 

Friendly fraud 

Card testing 

Phishing / pharming / 
whaling 

Loyalty fraud 

Coupon / discount / 

refund abused 

APAC 

Phishing / pharming / 
whaling 

Friendly fraud 

Loyalty fraud 

ldentity theft 

Card testing 

Coupon / discount / 
refund abused 

PAYMENT FRAUD REPRESENTS 60% OF B2B FRAUD LOSSES 

IN THE LAST FIVE YEARS 

The Most Popular Types 

of e-Comme1·ce Fraud 

ldentity Theft 

Most common payment fraud: Fraudster steals and 

uses card data 

Friendly Fraud 

Fraudster both asks for a refunr.1 anr.l keeps/sells 

the originé:ll prod uct 

Card Testing 

Fréludster tests i llegéll ly élcquired célrds to see if there élre 

élny funr.1s élVûilv.ble 

Triangulation Fraud 

Fraudster sets up a fake e-shop, defrauding real merchants 

& consurners 

Account Takeover 

Fréludster gélins élccess to user's v.ccounts viél vélrious 

methods 

Loyalty Fraud 

Fraudster gains unauthorized access to an account tied to a loyalty rewards program 

offered by é:l rnerchant 

Phishing 

Frauster access customer accounts that use weak passvvords, phishing emails or 

méllicious softwtlre on the device used to purchûse 

Coupon 

Coupon fraud is the intentional use of a coupon vvithout obeying the terms for 

redemption 

Affiliate Fraud 

Affiliate fraud refers to any false or unscrupulous activity conclucted to generate 

commissions from an af
f

iliate marketing program 

e-Commerce Fraud Prevention

Best Practices 
IJ Stay compliant 

To comply with PCI DSS protocol Nex�vay ensures a secure 

clcclronic lransrcr by providing sccurc conncclion, cncryplcd 

pnyrnent dntn, ndherence to dntn privncy regulntions 

"Becoming I ici Compliant Level 7 is obviously a n1ajor 1nilestone for Nexvvay and positions 

us as a secure and trusted e-commerce partner. I his certification va/idates our 

co1r1n1it1r1ent to providinq our custo1ners \lvith the hiqhest security standards for 

processing their credit card transactions." Frédéric Ribau, CTO at NexIA1ay 

El Get local market compliance and security
G 1)1 lR, 1 isD2, SCA, 31) Secure, SSL certificat es 

With Nex\lo1ay as your Merchant of Hecord, your online sa/es \lvi/1 automatica/ly be fui/y 

compliant v,1ith these regulations. 

EJ Collaborate with a verified payment partner 
Leverage the expertise and experience of payment pros 

Nexv,1ay is recognized as a trusted and vve/1-established n1erchant across our broad 

nclv01ork or payrncnl services providcrs. 

IJ Fraud Management Solution 
Nexvvay stops online traud by providing you vvith the highest approval rates and the /ovvest 

fa/se positive rates in the industry 

El Chargeback Prevention 
NexvvDY �vorks with chDrgeback aler1 netvvorks thDt collDborDte on D globDI level vvith card 

issuers and merchants to prevent chargebacks. 

m Keep up to speed on fraud trends
Understnnd frntid11lent tnctics to stny nhend of cybercrin1innls 

1 et Nexvvay experts handlc the cornplcxitics of international taxes, takc carc of fraud 

monitoring, invoicing, and global compliance. 
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l,e a Proactive Stance 

to Stop Fraud 

What is your organization doing to protect itself from fraudulent activity? Start securing 
your payments today!

Take the necessary steps to reduce financial losses, preserve customer and brand 

reputation while maintaining the organization's efficiency. Focus on your core business 

and offload the responsibilities of payments, collections, compliance, and fraud 

https://www.nexway.com/get-started/
https://www.nexway.com/blog/what-you-should-know-about-chargebacks/

